AMENDMENT OF SOLICITATIONMODIFICATION OF CONTRACT T CONTRACT B CODE PAGE OF PAGES

1 ] 1

2. AMENDMENTMODIFICATION NO. 3. EFFECTIVE DATE 4 REQUISITION/PURCHASE REQ. NC. S PRCJECT NO. (if applicatie)
107 See Block 1&C

3. ISSUED BY CCCE 05002 7, ADMINISTERED BY [if other than ltem &) CODE [05 ooz
NNSA/Nevada Site Office NNSA/Nevada Site Office

U.S8. Department of Energy U.5. Department of Energy

NNSA/Nevada Site Office NNSA/Nevada Site Offirce

P.O. Box 98518 2.0, Box 98518

Las Vegas NV 89133-85.8 Las Vegas NV 89193-851%

8 NAME AND ADDRESS CF CONTRACTOR (No. sreet county, Stafe ang ZIF Cade) {x) 94, AMENDMENT OF SOLICITATION NO.
NATIONMAL SECURITY TECHNOLOGIES, LLC
Attn: SUSAN C. OTIS 95, DATED (SEE ITEM 17}
PG BOX %8521

i VEGAS NV 1
LAS VEGH 891538521 .. |10A MODIFICATION GF CONTRACT/ORDER HO.
* IDE-ACE2-06NA25946
108, DATED (SEE ITEM 13}
CODE 195194779 FACILITY CODE 03/28/2006
11, THIS [TEM ONLY APPLIES 10 AMENDMENTS OF SOLICITATIONS

iThe above numbered solicitation is amendad as sel forth in Nem 14. The hour and date specifled for recespl of Offars Tiseviendea |__is not extended,

Offers must acknowledge receipt of this cmendment pecr to the hour and date specified in the sclicitation or as amended, by ona of the following methods: (a) By completing

ftems 8 and 15, and returning copias of the amendment; (b) By acknowledging receipt of ths amendmant on each copy of the offer submittad; or (c) By

soparaie letter or telogram which incivdes a reference to the solicitation and amendmant numbers, FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YDUR OFFER. if by
virtue of trus amencment you desia 10 o ange an offer alrecdy submitted, such change may be made by tefegram or lotter, provided each tefegram or lefter makes reference
to the schoftation and this amendmeant, anid s received prior lo the opening hour and date specified,

12, ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM ONLY AFPLIES TO MODIFICATION OF CONTRACTS/ORDERS, IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHECK ONE

>

THIS CHANGE ORDER 1S ISSUED PURSUANT TO: (Specify authonty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NG IN ITEM 104

@

THE ABOVE NUMBEREDC CONTRACTIORDER 1S MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in payng office,
appropnation date, =i} SET FORTH IN ITEM 14, PURSUANT TC THE AUTHORITY OF FAR 43,103(b)

ot

THIS SUPPLEMENTAL AGREEMENT 18 ENTERED INTO PURSUANT 70 AUTHORITY OF

Q. OTHER (Specily lype of mogilication and authoniy)

% Sew 1 Tlause [CF #70.5204-2, Laws, Regulaticns, and DOE Iireatives (DEC 2000) & Agresment of 2arc:ics
E. IMPORTANT: Contractor lisnmot, s required 1o sign this document ana retum 1 copies to ha issuing office.
14. DESCRIPTION OF AMENOMENTMOIHFICATION [Orgamzed by UCF sechan b gs, including Soi ‘ondconleac! subject matier witere feasibie )

The purpose of this medification is to effect changes in Section J: RBppendix €, List of
Apelicable Laws, Regulations, and DOE Directives, to implement the Maticrnal Nuclear
Security Administraticngs (NNSAR} Governance Raform Initiative., Accordingly, the contract is
modified as specified in Attachment 1 hereto.

Period of Performance: G7/01/2006 to 09/3C/2013

Except a5 prowded heremn, gl lerms and coaditions of the document referenced i Hlem 9A or 104, as neretofore changad. remns unchanged and in full force and effect

T5A NAME AND TITLE OF SIGNER [Trpe or prnti__ 184 NAME AND TITLE OF CONTRACTING OFFICER {Type or print)
B ‘:‘ ~ \. g
Lol ~ b e Darby R. Dieterich
—_J.\_.E-\\_'-“ LJ' L3 N -4 T
138, CONTRAC T ORI p;

15C DATE SIGNED 168 UNITED STATES OF AMERICA 16C. DATE SIGNED
= 4 rﬁ/' p tf:;‘?‘x a . Dic é’,{"(“/d /n A
T 'L;"?‘ W il wld S
O EOE Fign) L ] '%L iSignature of Contracting Officer) : .
NSN 7540-01-152.8070 - STANDARD FORM 30 (REV 10-83)
Frevious eamen urusatie Prescribed by GSA

FAR (48 CFR) 53.243



Attachment 1 to Modification 107
DE-AC52-06NA25946
Page 1 of 2

1. Part Il - Sectron J, Appendix C, List of Applicable Laws, Regulations, and DOE Directives,
1s replaced in its entirety with Attachment 2 to this modification. Attachment 2 modifies
List B by removing the tracking annotations (strike-throughs, modification number
references, ctc.) from previous modifications. The document will now reflect only the
current requirements.

2. Appendix C-1, Operating Requirements dated January 26, 2011, attached hereto as
Attachment 3 is established to reflect the NNSA Administrator’s August 16, 2010' and
December 9, 2010 approved exemptions to the Departmental directives. The following
changes are ircorporated through Appendix C-1:

a. The following directives are removed from List B, in their entirety, except the specific
Contractor Requirements identified in Part III — Section J, Appendix C-1.

1.

2.

7.

DOE Order 110.3A, Conference Management dated 1/25/2007.

DOE 0O 200.1, Information Management Program dated 9/30/1996. (Updated
Directive (DOE O 200.14) version requirements included)

DOE O 243.1, Records Management Program dated 2/3/2006.

DOE O 430.2B, Departmental Energy, Renewable Energy and Transportation
Management dated 2/27/2008.

DOE 0O 483.1, DOE Cooperative Research and Development Agreements dated
1/12/2001.

DOE O 484.1, Reimbursable Work for the Department of Homeland Security
dared 8/17/2006.

DOE O 552.1, Pricing of Departmental Materials and Services dated 11/3/2004.

b. Add the specified Contractor Requirements for DOE O 243.1, Records Management
Program dated 2/3/2006.

' Thomas P. D’ Agestino (Administrator, NNSA) August 16, 2010 Memorandum for Patty Wagner
(Manager, Sandia Site Office) and Stephen Mellington, (Manager, Nevada Site Office); Subject:
Strengthening Oversight Through Improving Contractor Requirements Documents in the National
Nuclear Security Administration Management and Operating Contracts; Attachment: Contractor
Requirements Document (CRD) Crosswalk Forms

? Thomas P. D’ Agostino (Administrator, NNSA) December 9, 2010 Memorandum for Patty Wagner
(Manager, Sandia Site Office) and Stephen Mellington, (Manager, Nevada Site Office); Subject:
Strengthening Oversight Through Improving Contractor Requirements Documents in the National
Nuclear Security Administration Management and Operating Contracts; Attachment: Contractor
Requirements Document (CRD) Crosswalk Forms
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3. No other charges are made as a result of this modification. All other terms and conditions
remain unchaiged.
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105 104 103 M058 MO056 MO053 M050 M048
MO038 M033 M032 M027 MO021 M020 M018 M014

Part 111 - SECTION J

Appendix C — List of Applicable Laws, Regulations, and DOE
Directives

In addition to the list of applicable directives referenced below, the contractor shall also comply with
supplementary direc:ives (e.g., manuals), which are invoked by a Contractor Requirements Document
(CRD) attached to a directive referenced below. This List excludes directives that have been granted
an exemption from tae CRD in whole or in part. For those Directives whereby the Contractor has been
granted an exemption from the CRD, the Contractor shall comply only with the Operating
Requirements identi-ied in Appendix C-1. Directives identified in Appendix C-1 are for reference
purposes only.

LISTB
DIRECTIVE NUMBER DATE DOE DIRECIVE TITLE

DOE |[O |[130.1 9/29/1995 | Budget Formulation

NSO | O |140.X Chg]l 7/31/2003 | Facility and Test Site Visits/Tours

DOE |M | 140.1-1B 3/30/2001 [ Interface With the Defense Nuclear Facility Safety
Board

DOE |[O | 142.1 1/13/2004 | Classified Visits Involving Foreign Nationals

DOE |O | 1423A 10/14/2010 | Unclassified Foreign Visits and Assignments Program

DOE |O | 150.1 5/08/2008 | Continuity Programs

NSO | O |I51.1A 8/29/2007 | Comprehensive Emergency Management System

DOE [O | 151.1C 11/2/2005 | Comprehensive Emergency Management System

DOE |O |153.1 6/27/2007 | Department Radiological Emergency Response Assets

DOE | O |205.1A 12/4/2006 | Department of Energy Cyber Security Management
Program

DOE | M |[205.1-3 4/17/2006 | Telecommunications Security Manual

DOE |M |205.1-4 3/8/2007 | National Security System Manual

DOE |M |[205.1-5,Chg2 12/22/2009 | Cyber Security Process Requirements Manual

DOE |[M |205.1-7Chg2 12/22/2009 | Security Controls for Unclassified Information Systems
Manual

DOE |[M |[205.1-8, Chg?2 12/22/2009 | Cyber security Incident Management Manual

Section J, Appendix C, Page 1
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DOE |[O |[206.1 1/16/2009 | DOE Privacy Program

DOE | N |2064 6/29/2007 | Personal Identity Verification

NSO | M |210.X-1A 4/26/2006 | Contractor Performance Administration

DOE |O (2102 6/12/2006 | DOE Corporate Operating Experience Program

DOE |O |[221.1A 4/19/2008 | Reporting Fraud, Waste, and Abuse to the Office of the
Inspector General

DOE | O |[221.2A 2/25/2008 | Cooperation With the Office of Inspector General

DOE |O |[225.1A 11/26/1997 | Accident Investigation

DOE | O |226.1A 7/31/2007 | Implementation of Department of Energy Oversight
Polic

NA-1 | SD | 226.1A 10/17/2008 NNSK Line Oversight and Contractor Assurance
System Supplemental Directive

DOE |M |231.1-1A Chg?2 6/12/2007 | ES&H Reporting Manual

DOE |M |[231.1-2 8/19/2003 | Occurrence Reporting and Processing of Operations
Information

DOE [N |[234.1 2/27/2008 | Reporting of Radioactive Sealed Sources

DOE |O |[241.1A,Chgl 10/14/03 | Scientific and Technical Information Management

NSO | O |251.1F 7/21/2009 | NNSA/NSO Directives System

DOE |O |252.1 11/19/1999 | Technical Standards Program

DOE |[O |350.1 Chg3 2/23/2010 | Contractor Human Resource Management Programs,
EXCEPT CHAPTERS VIII & IX

DOE |[O |350.2A 10/29/2003 | Use of Facility Contractor Employees for Services to
DOE in the Washington, D.C., Area

NV O |[350.2A 4/26/2007 | Use of Facility Contractor Employees for Services to
DOE in the Washington, D.C., Area

NSO | M |410.X-1B 5/26/2005 | Task Plan and Change Control Process

NSO |M |412.X-1D 5/23/2006 | Real Estate/Operations Permit

NSO [|M |412.X-2 5/16/2006 | Project Screening and Siting Approval Process

NSO O |412.X3C 8/13/2008 | Activity Level Work Control (DCR 2008-036)

DOE | O |[413.1B 10/28/2008 | Internal Control Program

DOE | O [413.3AChgl 11/17/2008 | Program and Project Management for the Acquisition of
Capital Assets

NSO |[O |413.XA 3/5/2002 | Project Management Principles and Practices

DOE O [414.1C 6/17/2005 | Quality Assurance

DOE | O |420.13Chgl 4/19/2010 | Facility Safety

DOE |[O |420.23 7/23/2004 | Safety of Accelerator Facilities

DOE |[O |425.1D 4/16/2010 | Verification of Readiness to Startup or Restart Nuclear
Facilities

DOE [ O [430.1BChgl 2/08/2008 | Real Property Asset Management

Section J, Appendix C, Page 2
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DOE |[O |433.1B 4/21/2010 | Maintenance Management Program for DOE Nuclear
Facilities
DOE | O [435.1Chgl 7/9/1999, | Radioactive Waste Management
Chg 1 dated
8/28/01
DOE | M |[435.1-1Chgl 7/9/1999, | Radioactive Waste Management Manual
Chg 1 dated
6/19/01
DOE | M |440.1-1A 1/9/2006 | DOE Explosives Safety Manual
DOE |[O |[440.2B,Chgl 11/19/2006 | Aviation Management and Safety
NSO [O |440.XA 6/11/2007 | Underground Operations Safety and Health
NSO | O |440.X2A 6/04/2008 | Site-Wide Lightning Detection and Other Hazardous
Weather Detection and Protection
DOE | M |441.1-1 3/07/2008 | Nuclear Material Packaging Manual
DOE |[M |442.1-1 11/16/2006 | Differing Professional Opinions for Technical Issues
Involving Environment, Safety & Health
NSO |O [442.1C 5/30/2008 | Nevada Site Office Employee Concerns Program
DOE | O |[443.1A 12/20/2007 | Protection of Human Subjects
DOE | O [450.1A 6/04/2008 | Environmental Protection Program
DOE | M |450.4-1 11/1/2006 | Integrated Safety Management System Manual
NSO | M |4504-X 4/23/2008 | Integrated Safety Management
NSO |O |450.XA . 3/10/2006 | Nevada Test Site Access and Area Control
NSO | M |450.X2-1 5/30/2007 | Underground Nuclear Testing, Test Readiness, and the
Threshold Test Ban Treaty Verification Program
NSO O | 450.X5A 6/03/2009 | Subcritical Experiments
DOE |O |[452.1D 4/14/2009 | Nuclear Explosive and Weapons Surety Program
DOE [O |452.2D 4/14/2009 | Nuclear Explosive Safety
DOE | M |4522-1A 4/14/2009 | Nuclear Explosive Safety Manual
DOE | M |4522-2 4/14/2009 | Nuclear Explosives Safety Evaluation Processes
DOE | O [4523 6/08/2005 | Management of the Department of Energy Nuclear
Weapons Complex
NA M [452.3-1 12/10/2009 | Defense Programs Business Requirements and Processes
SD Manual
DOE |O |452.4B 1/22/2010 | Security and Use Control of Nuclear Explosives and
Nuclear Weapons
DOE | O |[452.6A 5/14/2009 | Nuclear Weapon Surety Interface with the DOD
DOE |[O |452.7 5/14/2010 | Protection of Use Control Vulnerabilities and Designs
DOE | O |[457.1 2/07/2006 | Nuclear Counterterrorism
DOE [M |457.1-1 8/10/2006 | Control of Improvised Nuclear Device Information

Section J, Appendix C, Page 3
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DOE |O |460.1C 5/14/2010 | Packaging and Transportation Safety

DOE |[O |460.2A 12/22/2004 | Departmental Materials Transportation and Packaging
Mgmt.

DOE | M |460.2-1A 6/04/2008 Ra%:l?:)active Material Transportation Practices Manual

NSO |O |[460.XA 12/09/2009 | Hazardous Materials Notification System '

DOE |O |[461.1A 4/26/2004 | Packaging and Transfer or Transportation of Materials
of National Security Interest

DOE | M [461.1-1 Chg1 7/26/2005 | Packaging and Transfer or Transportation of Materials
of National Security Interest Manual

DOE | O |[462.1 11/10/2008 | Import and Export of Category 1 and 2 Radioactive
Sources and Aggregate Quantities

DOE | O |470.23 10/31/2002 | Independent Oversight and Performance Assurance
Program

DOE O [470.313 8/12/2008 | Graded Security Protection (GSP) Policy

DOE | O |4704A 5/25/2007 | Safeguards and Security Program

DOE |M [470.4-1,Chg?2 10/20/2010 | Safeguards and Security Program Planning and
Management

DOE |M |[4704-3A 11/05/2008 | Contractor Protective Force

DOE |[M |[470.4-5 8/26/2005 | Personnel Security

DOE | M |470.4-6 Chgl 8/14/2006 | Nuclear Material Control and Accountability

NSO [O |[470.XA Chgl 6/20/2008 | Intruder Interdiction

NSO |O |470.X1B 5/30/2007 | Facility Security Survey Corrective Action Planning

NSO | O |470.X4 2/09/2009 | Incidents of Security Concern

DOE |[O |471.1B 3/01/2010 | Identification and Protection of Unclassified Controlled
Nuclear Information

DOE |[M |471.2-3B 10/29/2007 | Special Access Program Policies, Responsibilities, and
Procedures

DOE |O (4713 4/9/2003 | Identifying and Protecting Official Use Only
Information

DOE | M [471.3-1 4/9/2003 | Manual for Identifying and Protecting Official Use Only
Information

DOE | O [475.1 12/10/2004 | Counterintelligence Program

DOE |M |[475.1-1B 8/28/2007 | Manual for Identifying Classified Information (BCR
2008-017

DOE | O [475.2 8/28/2007 Identif)d)ng Classified Information

DOE | M |481.1-1A,Chg1 | 9/28/2001 | Reimbursable Work for Non-Federal Sponsors Process
Manual

NV O |481.1,Chg 1 3/23/2000 [ WFO (Non-DOE Funded Work)

DOE |O |534.1B 1/6/2003 | Accounting

DOE |O |[551.1C 6/24/2008 | Official Foreign Travel

Section J, Appendix C, Page 4
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DOE | O [580.1 Chgl 5/08/2008 | Department of Energy Personal Property Management
Program

DOE | O |1220.1A, Chg1 6/28/1992 | Congressional and Intergovernmental Affairs

DOE | O |[1450.4 11/12/1992 | Consensual Listening-In or Recording Telephone/Radio
Conversations

DOE | O |[5400.5, Chg?2 1/7/1993 | Radiation Protection of the Public and the Environment

DOE | O |5480.19, Chg?2 10/23/2001 | Conduct of Operations Requirements for DOE Facilities

DOE |[O [5480.20A,Chg1 | 7/12/2001 | Personnel Selection, Qualification, and Training
Requirements for DOE Nuclear Facilities

DOE | O |[5480.30,Chg1 3/14/2001 | Nuclear Reactor Safety Design Criteria

DOE | O |[5610.2,Chgl 9/02/1986 | Control of Weapon Data

DOE |O |[5639.8A 7/23/1993 | Security of Foreign Intelligence Information and
Sensitive Compartmented Information Facilities

DOE | O |5660. B 5/26/1994 | Management of Nuclear Materials

DOE | O |[5670. A 1/15/1992 | Management and Control of Foreign Intelligence

QC-1 Rev 1) Weapons Quality Policy

NAP 70.2 7/02/2010 | Physical Protection

NAP 70.4 7/02/2010 | Information Security

NAP 14.1-C 5/2/2008 | NNSA Baseline Cyber Security Program

NAP 14.2-C 5/2/2008 | NNSA Certification and Accreditation (C&A) Process
Information Systems

NAP 14.3-B 5/2/2008 | Transmission of Restricted Data Over Secret Internet

Protocol Router Network (SIPNet)

Section J, Appendix C, Page 5
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PART III - SECTION J
Appendix C-1 - Operating Requirements
January 26, 2011

The Contractor shall comply with the Operating Requirements listed herein. The identified directives
are listed for reference purposes only, i.e., only those provisions set forth herein constitute binding
Operating Requirements. The following referenced memorandum grants an exemption to the
Directives:

Reference 1: Thomas P. D’Agostino (Administrator, NNSA) August 16, 2010 Memorandum for
Patty Wagner (Manager, Sandia Site Office) and Stephen Mellington, (Manager, Nevada Site Office);
Subject: Strengthening Oversight Through Improving Contractor Requirements Documents in the
National Nuclear Security Administration Management and Operating Contracts; Attachment:
Contractor Requirements Document (CRD) Crosswalk Form

Reference 2: Thomas P. D’Agostino (Administrator, NNSA) December 9, 2010 Memorandum for
Patty Wagner (Manager, Sandia Site Office) and Stephen Mellington, (Manager, Nevada Site Office);
‘Subject: Strengthening Oversight Through Improving Contractor Requirements Documents in the
National Nuclear Security Administration Management and Operating Contracts; Attachment:
Contractor Requirements Document (CRD) Crosswalk Form

The contractor is responsible for flowing down requirements in Appendix C-1 and other contract
requircments, when applicable, to ensure compliance with the terms and conditions of the prime
contract.

LIST OF DOCUMENTS

The paragraph numbering under each heading below corresponds to the Contractor Requirements
Document (CRD) in the referenced directive for ease of traceability.

m Conference Management

(Reference: DOE O 110.3A4, Conference Management, Effective Date: 01/25/2007; Reference 2,
NNSA Administrator’s December 9, 2010 Memorandum)

1. REQUIREMENTS
b. Contractor employee conference attendance and participation also require submission of
the Contractor Conference Approval Request Form (see Attachment 1, Appendix A) and

memorandum to the Departmental element or the official to whom this responsibility has
been delegated for review and approval by the appropriate head of Departmental element.

Section J, Appendix C-1, Page 1
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B Information Technology Management

(Reference: DOE G 200.1A, Information Technology Management, Effective Date: 12/23/2008;
Reference 2, NNSA Administrator’s December 9, 2010 Memorandum)

1. Information Technology Strategic Planning. Maintain a strategic plan that coordinates IT
planning and investment decisions and links to the Departmental strategic plan.

2. Capital Planning and Investment Control. Develop, implement, and maintain a Capital Planning
and Investment Control (CPIC) process.

a. Support Department-wide CPIC efforts.

3. Enterprise Acchitecture. Maintain an Enterprise Architecture for the life-cycle management of
information resources and related IT investments funded by or operated for DOE.

4. Hardware and Software Acquisition.

b. Implement a Software Quality Assurance (SQA) program.

5. Ensure that ia1formation published to Federal service-to citizens public websites are accessible
to the public and individuals with disabilities.

B Records Management Program

(Reference: DOE O 243.1, Records Management Program, Effective Date: 02/03/2006; Reference I,
NNSA Administratoir’s August 16, 2010 Memorandum)

1.

a. Implement a records management program in compliance with requirements for
managing records in all formats, including early capture and control throughout their
life cycles.

(1) Electronically formatted records will be maintained in an approved electronic
records management application meeting the requirements of DOE-STD-4001-
2000, “Design Criteria Standard for Electronic Records Management Software
Applications,” dated March 2000.

b. Create and maintain current file plans/indexes that describe all categories of records
created, received, and maintained by personnel in the course of their official duties.

Section J, Appendix C-1, Page 2
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c¢. Preserve and disposition records in the same manner as National Archives and Records
Administration (NARA)-approved records disposition schedules [Title 36, Code of
Federal Regulations (CFR), Chapter 12].

d. Preserve records placed under a destruction moratorium (freeze).

€. Request disposition authority from NARA, through the Departmental Records Officer,
for all unscheduled records.

f.  Store records in a manner that meets the requirements of 36 CFR 1228, Subpart K
placed on DOE [36 CFR 1228.220-1228.244]. Unscheduled records are not to be sent
offsite for storage at either NARA or commercial facilities.

g. Review capital planning and investment control (CPIC) proposals and information
architzcture plans for electronic records management provisions.

h. Conduct internal evaluations of records management practices and programs, including
the economy of the operation, at least every 3 years.

1. Ensure that records management program training is provided for all personnel with
records management responsibilities.

j. Identify vital records and preserve them in a manner that ensures they are maintained,
kept current and where appropriate, available in the event of a continuity of operations

or catastrophic event.

k. Ensure that the site exit process includes a requirement for the transfer of custodianship
of Federal records.

m Vital Records

(Reference: DOE O 243.2, Vital Records, Effective Date: 02/02/2006; Reference 2, NNSA
Administrator’s December 9, 2010 Memorandum)

1. REQUIREMZ:=NTS.
a. A DOE contractor must identify and preserve vital records in support of the
Department’s emergency preparedness responsibilities (as outlined in Executive Order
(E.O.; 12656, ““Assignment of Emergency Preparedness Responsibilities™).

¢. A contractor must implement vital records programs that include the following:

(1) Procedures for identifying, protecting, controlling access to, and ensuring
availability of records and information systems that—

Section J, Appendix C-1, Page 3
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(a) specify how the organization will operate in case of an emergency
and how it will support civil defense associated with disasters and
attacks;

(b) are needed for the continued operations of the organization and
mission delivery of the organization both during and after an emergency
or disaster; and

(c) are essential to the preservation of the legal rights and interests of the
Government and its citizens.

Procedures for accessing records required to support critical activities the

contractor performs when DOE operates under abnormal business conditions
and/or at a location other than the normal place of business.

3)

(4)

(5)

Vital records inventory plans that include—

(a) requirements for proper labeling and handling;

(b) security precautions;

(c) frequency of updates;

(d) media, hardware, software, and supporting service needs; and
(e) provisions for access from remote locations.

An inventory system that identifies hardcopy and electronic records by—
(a) series or system title,

(b) description,

(c) type,

(d) name of the responsible office and individual,

(e) physical location of copies, and

(f) date of latest revision.

Provisions for protecting against or assessing damage to or loss of

records and recovering records affected by an emergency or disaster must
include:

(a) copies of the vital records and the inventory maintained at separate
locations to ensure immediate access in any situation;

Section J, Appendix C-1, Page 4
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(b) records maintained in media feasible for accessing and reviewing
information during or immediately following an emergency;

(c) evaluation of electronic records based on—
1 volume,
2 frequency of updates required,

3 availability of electricity, computers, software and support
services needed to permit access, and

4 potential for accessing electronic records from remote
locations via virtual private networks or compact disks.

A process for selecting storage/backup protection methods that must

include:

(7

(a) evaluation of the effectiveness,

(b) cost,

(c) degree of risk or potential loss,

(d) physical susceptibility to destruction,

(e) need for special environmental conditions for transporting, storing,
and updating records.

(f) Ability to retrieve records quickly during an emergency or disaster.

An ongoing appraisal of vital records and complete review at least

annually to ensure that changing conditions are addressed and records arc up-to-
date and immediately accessible.

(8)

A plan must be developed and maintained to recover records that are

damaged in an emergency or disaster, regardless of media. This plan must
include the priorities for restoring or recovering multiple damaged systems and
the options for recovery and replacement. This plan must also include a resource
list of local disaster recovery firms that can assist in restoration, along with
employee contact lists and vital records inventories, must be maintained at
multiple off-site locations to facilitate their use.

Section J, Appendix C-1, Page 5
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2. STORAGE CONSIDERATIONS.

a. Location. A contractor must establish locations where vital records will be stored, such
as alternate emergency operations centers (EOCs), command centers, and relocation
sites that will provide adequate protection and accessibility and meet the improved fire
protection risk level required by the CRD for DOE O 420.1B, Facility Safety, dated 12-
22-05. Before classified documents can be stored at these locations, the contractor must
obtain approval in accordance with the CRD for DOE O 470.4, Safeguards and Security
Program, dated 8-26-05.

b. Manner of Storage. Contractor records will be stored in a manner that ensures ease of
access, retrieval, and control. Storage systems must allow for access per the prioritized
scheclule. Classified and unclassified records must be handled in accordance with the
CRD for DOE O 471.1A, Identification and Protection of Unclassified Controlled
Nuclear Information, dated 6-30-00, and the CRD for DOE O 471.3, Identifying and
Protecting Official Use Only Information, dated 4-9-03.

3. DISPOSITION OF RECORDS. Original vital records must be maintained for the period of
time specified in the DOE records disposition schedules. The duplicate copy of vital records
that is stored in the separate location should be deleted when obsolete or superseded and
replaced with the updated revision.

® Departmental Energy, Renewable Energy and Transportation Management

(Reference: DOE O 430.2B, Departmental Energy, Renewable Energy and Transportation
Management, Effeciive Date: 02/27/2008; Reference 2, NNSA Administrator's December 9, 2010
Memorandum)

Retain the following deliverables and submit in accordance with existing contractual mechanisms and
annual DOE/NNSA guidance:

1. Energy Management Plan;

2. Annual Report;

o

Executable Plan;

4. High Per‘ormance Building Plan
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m DOE Cooperative Research and Development Agreements

(Reference: DOE O 483.1, DOE Cooperative Research and Development Agreements, Effective
Date: 01/12/2001; Reference 2, NNSA Administrator’s December 9, 2010 Memorandum)

Ensure the activities requirements of DOE M 483.1-1, COOPERATIVE RESEARCH AND
DEVELOPMENT AGREEMENT MANUAL, are satisfied.

m DOE O 484.1 — Reimbursable Work for the Department of Homeland Security

(Reference: DOE O 484.1, Reimbursable Work for the Department of Homeland Security, Effective
Date: 8/17/2006, Reference 2, NNSA Administrator’s December 9, 2010 Memorandum)

Establish, maintain and implement, through the contractor’s management system, the assurance that all
requirements applicable to reimbursable work for DHS are satisfied to include ensuring:

DHS-funded work at a DOE national laboratory or site will be performed on an equal basis to
other missiors at the laboratory or site and not on a non-interference basis with other missions
of such laboratory or site; and '

No added administrative or personnel charges in excess of those paid by DOE will be charged
for DHS work.

m Pricing of Departmental Materials and Services

(Reference: DOE O 522.1, Pricing of Departmental Materials and Services, Effective Date:
11/03/2004; Reference 2, NNSA Administrator’s December 9, 2010 Memorandum)

1.

When the site/facility management contractor conducts activities of providing non-DOE
entities materials or services, which the Department is authorized by law to provide, the
site/facility management contractor must charge the non-DOE entity the full cost of providing
the materials or services. Full cost includes all site/facility management contractor direct costs
incurred in performing work, all allocable costs incurred by the site/facility management
contractor at any DOE/NNSA facility, and a Federal administrative charge of 3 percent of these
costs. In no case will any depreciation or imputed interest charges be imposed on the non-DOE
entity requesting the materials or services.

For cosponsored work, Cooperative Research and Development Agreements (CRADASs), and
other technology transfer mechanisms, the site/facilities management contractor will assess a
Federal administrative charge of 3 percent on all funds contributed by the sponsor, regardless
of the level of Departmental participation in funding the work effort. In-kind contributions will
not be subject to the Federal administrative charge.
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3. The site/facility management contractor may provide an exception to the requirement to assess
the 3 percen: Federal administrative charge for reimbursable work performed for non-DOE
entities as follows:

a.

funds-in agreements with domestic entities: small business concerns, institutions of
higher education, nonprofit entities, and State and local governments.

b. based on the current listing of blanket pricing exceptions provided by DOE to the

contractor for work covering research, development, testing, evaluation, training, and
exercises directly related to specified activities listed. If any of the blanket exceptions
are canceled, DOE will provide the contractor with appropriate notification.

5. The follewing activities may become part of the contractor’s responsibilities. These
activities require special pricing consideration and, as applicable, DOE will provide the
contractor with additional information for pricing the activity.

a. Information Dissemination Materials. DOE must comply with Office of

Management and Budget (OMB) Circular A-130, Management of Federal
Information Resources. The contractor will assist DOE in complying with Circular
A-130. Circular A-130 requires DOE to set charges at a level sufficient to recover
the cost of dissemination but no higher. Charges must exclude the cost of the
o-iginal collection and processing of the information. Should an exception to this
policy be warranted, DOE will provide additional guidance.

. Byproduct Material. The contractor shall establish prices and charges for byproduct

material sold, pursuant to Title 42 United States Code (U.S.C.) 2111 and 2112, at
either the full cost recovery price or the commercial price, whichever is higher.
Lower prices may be established if it is determined that such prices and charges will
provide reasonable compensation to the Government, will not discourage the use of
or the development of sources of supply independent of DOE, and will encourage
research and development. Before establishing lower prices, the contractor shall
obtain the approval of DOE.

Qther Materials and Services. The contractor shall establish prices and charges for
raterials and services sold, pursuant to 42 U.S.C. 2201(m), at either the full cost
recovery price or the commercial price, whichever is higher. Lower prices and
charges may be established if it is determined that such prices and charges would
still provide reasonable compensation to the Government and would not discourage
the development of supply sources independent of DOE. Before establishing lower
prices, the contractor shall obtain the approval of DOE.
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Foreign Research Reactor Spent Nuclear Fuel Program. DOE will provide the
contractor guidance on charging for this activity.

£ccess Permits. The contractor shall not charge for access permits issued with the
exception of those access permits which are charged in accordance with Title 10
Code of Federal Regulations (CFR) 725.

A.ccess Authorizations. The contractor shall not assess charges for access
authorizations when authorization—

(1) is transferred from a study agreement to an access permit held by the same
organization;

(2) is for an employee or staff member of an accredited, nonprofit educational
institution having, at a minimum, a 2-year program of college level studies, and
the work is related to the civilian application of nuclear energy;

(3) will not be considered one for which DOE has been paid, when the individual
transfers to another organization; and

(4) is granted to obtain full and free competition.

Use Permits. The contractor shall not assess a charge for preparing a permit which
aathorizes the use of DOE facilities or services. Charges for use of the facilities or
services will be calculated separately.

Assistance for the Protection of Health and Safety in the Event of Radiological
Incidents. The contractor shall request guidance from DOE on charging for this
activity.

Museums and Exhibits. Unless there is specific authority to collect admission fees,
the contractor will not charge visitors to DOE museums and exhibits for admission.

Commercial Property Rental. DOE will provide the contractor guidance on charging
for this activity.

LUse of Facilities. DOE will provide the contractor guidance on charging for this
activity.

Cffice of Science User Facilities. The contractor may make the Office of Science
User Facilities available for research by a broad community of qualified users on the
basis of programmatic interest, scientific merit of research proposals, technical
feasibility, capability of the experimental group, and availability of the resources
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required. The contractor shall adhere to the following regarding charging users for
use: of the facilities.

(1)Use of user facilities will be authorized at no charge for research which is of
DOE programmatic interest and which is approved by laboratory management,
usually with the advice of program advisory committees. Use free of charge
will apply to experiments approved for conduct during periods in which the
facility operates in normal mode for its primary purpose. The facility manager
will determine which requests meet those criteria and report periodically to the
appropriate DOE program manager.

(2) When facilities are made available for proprietary research, the user will be
charged a fee that realizes full cost recovery (see definition in item 6b*, below).

(3) When facilities are operated for special circumstances, such as running the
facility outside the normal operating mode or schedule, the user will be charged
the incremental costs.

m. Hazardous Materials Spill Center. The contractor will charge users of the facility
ony for direct and indirect costs for their experiments.

(1) Invoices for materials and services will be prepared and issued promptly in
accordance with the terms of the reimbursable work contracts or agreements.

(2) Work for others issues are covered in the work for others clause of this contract.

(2) Collections are covered under the payments and advances clause of this
contract.

* FOR INFORMATION PURPOSES ONLY. [6.b. Full Cost. All direct and all indirect costs,
including general anc administrative expenses, incurred at any Departmental contractor facility by the
site/facility managemr ent contractors in performing work on behalf of non-DOE entities, and a Federal
administrative charge of 3 percent of these costs. ]

- End of Appendix -
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